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Abstract: Physical models mimicking industrial plants antkvant control issues are usually considered
the most interesting targets for effective PLC (fPasnmable Logic Controller) training. However, they
introduce safety problems. Filtering bad commamdmfthe PLC is double interesting in this scenaitio:
guarantees safety and guides trainees by suppdiptanations when a command is filtered. However,
devising the appropriate filters can be hard fanplex systems. Simulation is the single safe smuin
advanced PLC training. While synthetic systemgaditionally viewed as a second-class solutioR1ifC
training, modern computer game technologies arélemarealistic and interactive virtual environmgnt
from where a “de facto” effective and exciting riaig environment comes very naturally. And filteen

be relaxed in virtual environments as they onlema to help trainees in finding out their mistakes
whenever a (virtual) accident happens. The papgilsehe design and usage of filters in PLC tragni
The aim is to demonstrate the benefits of the cemphtary usage of real and virtual target systems i
PLC training, which were assessed and validatel aifferent skilled students.

explanations every time a command is filtered eFilt formal
design can be relaxed in virtual environments &y thnly
The purpose of hands-on courses in Automation & tl‘mtend to he|p tl’aineeS in f|nd|ng out their miﬂatheneVer
transfer of knowledge (i.e. theories) and know-h¢ve. & (virtual) accident happens.

applications of knowledge) to students. The knowwhmoust
be adapted to industrial world requirements (Maeagtgal,
2006, 2007, 2008a, 2008b) (Bellmwttal, 2006). Thus, it is

important for the student to face “real” systemsoiming .
B N ) o aper details the use of real systems. We pro oach
real” problems. This is is why physical models ricking E ged on the design of ayfilter, con?poggc?eg‘ Idgica

re_levant manufacturing plants (compos_ed of many anc(gnstraints, placed on the PLC, and formally chdcke
different sensors and actuators) and their assaciedntrol : :

. ) . guarantee the safety and to supply explanationgeier this
problems are usually considered the most interggtngets h forbids th . h afcth
for effective PLC (Programmable Logic Controllerihing approach forbids the trainee to see the conseqaesictne
However. the use of these devices raises seveosl s.' errors and can be difficult to implement for lag complex

’ . : ons, systems. Simulation is the simplest safe solutmadvanced
namely safety. Indeed, an error in the design efdbntrol-

command program can cause injuries to traineeslantges PLC training. This is why the third part of the pashows

to equipments. Svnthetic svstems are naturally bafeare the benefits of virtual systems like ITS PLC Prsfesal
aIsoq u§uall \./ievzed as ay second-class soIL):tion iC P Edition. This software is based on video game teldgies
y and offers five realistic and interactive virtuaesarios. In

training. Yet, modern computer game technologies af, . e .

enabling realistic and interactive virtual envircamts, from [hlfs case, the f_||ter_ 'S (_)nlly uged :1(.) supply exr;]atari]ms \é\/geng
here a “de facto” effective and exciting trainingSa ety constraint Is violated. This approac e ste

whe i turall and validated with students. It offers new posgied for

environment comes very naturaiy. remote labs and shows the complementary usageabanel

The paper demonstrates the benefits of the compieme Virtual manufacturing systems for PLC training.

usage of real and virtual target systems in PLQnitrg.

Central to the paper is the design and usage tdrdil 2. PLC TRAINING: FROM THEORY TO PRACTICE

controlling bad commands from the PLC. This apIOInOacAutomatic control courses, as all technical courseghe

presents two advantages: it guarantees safety waeh broad sense, require the transfer of knowledgekand/-how
systems are used and guides trainees by supplying

1. INTRODUCTION

The first part of the paper deals with PLC trainifigm
theory to practice. The pros and cons of real amdlilated
target systems are briefly surveyed. The secont giathe



to students. In the case of Discrete Event SystBES]
education, the knowledge is characterized by theystat
different levels, of the state automata, combinatand
sequential logics, statecharts, Petri nets, GRAqhetionnel

Figure 2 shows the principle of the filter anddessign stage.
It is placed into the PLC and it only authorizedidated
outputs. The filter is composed of a set of Boolegnations,
called safety constraints, which have to be tru¢haltime, in

de Commande Etapes Transitions (GRAFCET, IEC 6Q84&rder to avoid the plant to reach forbidden stalésis

and SFC. The level of knowledge depends on theatunal

grade, varying from discovery to specialization.orhow

concerns, for instance, the installation and theg@mming

of PLC by means of a software compliant to a stedhdag.,

IEC 61131-3. The acquisition of this technical ki

requires a practical work in specialized and expenkabs,

including PLC and simplified manufacturing systemsjch

are a replica on a reduced scale of a real systendfin the
industry. These facilities are expensive, must lzéntained
by specialized personnel, and are not generalfyem access
for safety reasons.

An alternative is to use some plant simulation nmd¥et,
most fail to mimic well enough the most importaocésarios
and control problems of real plants Anyway, reald an
simulated plants (Rierat al, 1999, 2009) allow students to
test their own control solutions, which are suppotyy PLCs
and software patterns similar those they are erpectod
develop over their professional lifetime (cf. figut).
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Fig. 1. Use of real or simulated plants for PLGrtireg

3. REAL TARGET SYSTEMS

PLC training on reduced scale real plants desigwét
industrial components it is obviously that veryemgsting.
Most of these physical models are reproductions
manufacturing plants and mimic relevant controlljems.
Additional safety devices are added to avoid theidents.
Hence, students can use them as they would in th
professional activity. On the other hand, smalllesqaants
are very expensive and require maintenance by fadli
people. They are also exposed to hard trial bynkrarwho
make errors during the design and the programntamges of
the control solutions. That causes failures thakemplants
unavailable for a certain time. The practical tiragnwith real
plants requires a lot of experiences, competenaoédstiane
from trainers. When PLC and real plant are usedirotier
program must be validated at least from the pointi@wv of
safety before being implemented in the PLC. Designools
for checking PLC program quality becomes thus atniuse
paper presents an original approach to guaranéesatiety by
the mean of a filter placed in the PLC.

3.1 Principle of control validation by filter

important to note that these constraints are walidtever the
specifications. That means that safety constrdiate to be
defined only once. The filter is necessarily desijyby an
expert. As seen, its main objective is to protéet target
system from control errors performed by controligiesrs.
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Fig. 2. Control Filter principle

Safety constraints definition is based on a fumalp
structural and dysfunctional analysis. The stradtanalysis
defines independent subsets of actuators cdl®E and
Manufactured Parts calledlaP which interact all together.
The functional/dysfunctional analysis defines ttangkrous
(i.e. forbidden) situations for the plant, accordito the
instrumentation (sensors) that have to be striatipided
through the filter. In the proposed approach, otie
®teractions betweeBIPE andMaP are studied. That avoids
combinatory explosion and is adapted to large syste

&igure 3 presents a sub system which is a parthef t
packaging equipment called PRODUCTIS used at Reims
University, to illustrate the concept. Two pneumalylinders
controlled by 5/2 air valves (AV, RE, DE, MO) shate
same zone. The sensors areb for the horizontal cylinder
andh, d for the vertical cylinder. Therefore, 2 EIPE iratetr

all together. There is a risk of collision betwedre 2
cylinders. Figure 3 indicates the correspondingvedid and
forbidden positions. One can note that forbiddesitmms are
not allowed whatever the control specifications niag.
Knowing forbidden system states, it is not obvitmglefine
safety constraints through the “sensor-actuatotates, and
that for 2 reasons. Firstly, constraints have tmidva
forbidden position and not to measure it. Secondly,
manufacturing system observability through binagsors is
low. Hence, it can be necessary to design systéimaders.
The best solution in this case is to use behaviopint
models. However, they are difficult to get. Our aggeh to



solve this problem is different, pragmatic and fatmVe
propose to the expert a framework based on a fitzd®in
of various types of safety constraints. The humepe# is
still responsible for the constraints definitionsbd on this
framework. However, to guarantee the system safiiy,
sufficiency of the proposed set of constraints tdlformally
checked.
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Fig. 3. Two cylinders sharing a common zone

3.2 Filter Robustness Verification

We have noticed previously how it is important toeck

constraints designed by expert in order to insune t

manufacturing system safety. The challenge is &wan to
the following question: are we sure that constmiate
sufficient to avoid dangerous (forbidden) positiafsEIPE

and MaP? The methodology to check the constraints

sufficiency is presented in figure 4. Constraintsl dormal
properties are obtained from the set of forbiddesitpns for
a new interaction. In order to check the set ofst@ints, the
principle consists of modelling the behaviour ofPEIl
involved in the interaction, the PLC running, theximum
permissive controller and the filter. If properte® checked,

is not the case, that means the set of constragntsot
sufficient and the set has to be modified by chamgdr
adding new constraints.

In the example of the 2 cylinders, let us consittey 3
following safety constraints represented by simjagical
equations:

AV ODE=0 tAV O/h=0 tDEO/a=0 (1)

« 1 X » is a rising edge of the logical signal « | x » is a
falling edge of the logical signal, «/» is the logical operator

“not”, « O » is the AND logical operator andzo> is the OR
logical operator.

In this example, the 3 equations (1), (2), (3) resesufficient
to avoid a collision between the 2 cylinders whatethe
control. Indeed, for instance the GRAFCET (Diet al,
2006) specification proposed figure 5 will involaecollision
and however the 3 proposed constraints are alltithe
respected.
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Fig. 5. Example of unsafe control

Indeed, when the step 2 becomes active, the hdalzon
cylinder is moving but the logic level of the senaas still
true. So, step 11 becomes active and the vertidadder is

that means that forbidden positions cannot be eghchmoving. Consequently, there will be a collisiorhaligh the

whatever the control.
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Fig. 4. Method to check the constraints

We use UPPAAL (Behrmanet al, 2002) as model-checker.
UPPAAL is a free integrated tool environment fordating,
validation and verification of real-time systemsdatted as

3 constraints are respected.

Using this approach, it is possible to show that tB
constraints initially proposed for the 2 cylindessample are
not sufficient to guarantee safety whatever thetrobnlt is

necessary to add constraints like the 2 following:

IAVOa=0 IDEOh=0 (2)

In this case, with the 3 previous constraints,sitfarmally

checked that they are sufficient to guarantee tafety

whatever the control. One can note that there dhero
solutions. For instance, the 2 following constraican be
used instead constraints (2):

LAV O/b =0 \DEO/M=0 (3)

After be checked, the set of constraints can bdlyeas
programmed into the PLC. In addition, each constra a
very interesting source of explanation. Firstlye tBoolean
equation explains why the constraint becomes \gdlat

networks of timed automata, extended with data sypeecondly, it is also possible to find a path shgumw a

(bounded integers, arrays, etc.). The originalftthe method
is to check, with the constraints and whatevercthrol, that
the plant will never be in a forbidden state. Wentd check
a particular control linked to specific specificati In other
words, through the model-checker, we verify tharéhisn't
at least one path (or trace) dealing to forbiddesitipns. If it

constraint can be not respected. For that, onedasild a
subset containing all the constraints minus thestamt that
you want to explain. Of course, the formal propenil} not
be checked and the diagnosis trace, by giving aaldd path
to reach a forbidden position, is a possible exgtian. The
formal verification by model-checker is based ore th



definition of several properties and the use offedént Research activities in order to design 3D virtystems have
models representing the system which are not pteden been conducted since 2005 (Vigaeibal, 2006) (Magalhdes
this paper. Reader can find further information(Marangé et al, 2005) in order to design 3D virtual systems. Ehes
et al, 2008c). We have implemented and tested thisisalut works are at the origin of the software ITS PLCfBssional
with success on different real systems. In the adsthe Edition and the Portuguese company Real Games. A
PRODUCTIS system (64 Inputs, 46 Outputs), 89 cants scientific and technical partnership between Reame€s,
have been defined to formally guarantee the safith this FEUP and Reims University exists today.

approach, the PRODUCTIS has been used successiylly

learners _With different level of knowledge and_ knbaow, 4.1 ITS PLC Professional Edition

from novices to experts (Marangeal, 2007). It is important
to note that this safety approach has also infegest

o . . ITS PLC is a simulation software package aimedaaitrol
applications in maintenance.

systems education and training. It uses the la@stputing

As seen, the filter avoids bad consequences onreak technologies from the video game industry, whicblude
system. However, it is well known that studentsriea lot réal-time 3D graphics, physics and sound.This sitrur
from the errors they can do. In addition, the psmzb software offers five virtual plants that are basedcommon
approach applied to large or complex systems caohia a real industrial plants, thus offering convincingtual training
lot of constraints which could be not compatiblethahe Scenarios and real world control challenges. Thal goto
capacity of the PLC. The use of simulation and uat make the five V|rt_ual systems work correctly by ngsian
systems make it possible to solve some of the meed external PLC running the control software developgdhe

sensors and actuators so that its actual statbecaansed and
4. VIRTUAL TARGET SYSTEMS controlled by the PLC. The interface between tresgems

and the PLC is supported by an USB DAQ board wizh 3
The main differences between a virtual and a ti@uily isolated I/O channels that allows it to be wiredty type of
simulated target system are (Rigrghal, 1999): a realistic PLC of any brand. The Plug and Play USB DAQ board i
rendering of the layout, the functions and the b&ha of the very flexible solution as it makes possible to tie software
system with a respect the real time dynamics. with workstations, laptops and even notebooks. PLE is
) powered by three modern and key technologies: phiga
Researchers from FEU!3 (Portugal) and. Reims U”lvers'engine (integrating a sound engine), a physicsnengd an
(France) have been designed and used simulateelnsy$or  jnsirumentation engine (Vigariet al, 2006). The graphics
more than 10 years. The utility and usability obtptypes engine processes real-time 3D graphics and souhe. T
have been shown through questionnaires directestuttents physics engine computes Newtonian physics modeie T
and teachers. Advantages and inconveniences ofl@®u j,sirumentation engine simulates virtual sensorsd an

systems are summed up hereafter (R, 2009). actuators and manages the data exchange betwesnahe

- Some of the systems were simple prototypes ard rf€ DAQ board.
commercial grade solutions making them hard to Uibey

[p——
were too naive when compared to real industriatesys. The I . DAQ /0
‘ S

interface between the software and the externatraiber
(PLC) was established through OPC using a SCADAa as

gateway. This type of interface had a slow respdirse d | | I ] m
which proved to be inefficient. - ‘!.:l Guanans - Qoreend
- Solutions based on a specific interfacing hareéwgniving - _:L_ ' '
industrial standard logic signals (0, 24VDC), litkose || PLC

proposed by A. Magalhdes, FEUP, allows for the esaiy

any PLC. In addition, students are required to lwe PLC

to real I/0. This is very educational and estalelssh physical Fig. 6. ITS PLC working principle
border between the controlling and the controllesteam.

ITS PLC uses a proprietary graphics engine. Itstmotable
features are batched rendering, material systeemesgraph
culling, GUI system and custom content pipelinecpssors
for models, GUI skins and collision shapes. The sptsy
simulation is done by the third-party Newton Game
- 3D and sound rendering in simulations designeB bigiera Dynamics physics engine. It is a robust and stabigsics
10 years ago are still very appreciated by studemmisoffer a €ngine that proved to efficiently simulate compiedustrial
better perception of the structure and functionthefsystem. machinery. The instrumentation engine is an origtaacept
However, the rendering is today very far from th@nd is composed of a sensing layer and a commigoricat
possibilities offered by CAD/CAM and PLM softwares. layer. The sensing layer offers several genericabielral
models of sensors and actuators. The communicadiger
manages the data-exchange between the virtual rseasd

- Simulation of sensors and actuators failures psed by B.
Riera, Reims University, increases the possibidlitief
applications and enables powerful scenarios to thst
controller.



actuators and the DAQ board. The five virtual syste
included in ITS PLC can be partially or fully coolted, thus

offering multilevel control challenges that cangarfrom the
very simple to the extremely complex. The five pbaconsist
of sorting, batching, palletizer, pick & place aadtomatic

warehouse applications and are organized by thgieaed

difficulty level. The goal of the sorting systemtistransport
cases from an entry bay to two exit elevatorsjrspthem by
height. The batching system simulates a procespadit

mixing. The objective is to mix three primary caofred,

green and blue) in order to obtain a desired cdlbe goal of
the third system is to palletize cases up to thagers using a
high-level palletizer. The challenge in the pick @ace

system is to place parts inside boxes using a tharess

incremental manipulator. In the last system thedtbyje is to

transport, store and retrieve boxes from a rack.

All these plants can be controlled manually (by tiser) or
automatically. When controlling the system in mdnuade
the user can try the controllable parts of theesystallowing

for a complete understanding of system goals ands pa

operations. When in automatic mode, the extern& RBLthe
system controller. A major feature of ITS PLC siritin-time
“interactivity”.  Interactivity allows users to caels
malfunctions and jams in the virtual plants. Thisdbne, on
one hand, by introducing open or short circuituias on
virtual sensors and actuators and, on the othed,hbyg

adding, removing or jamming objects during the dation.

Figure 7 shows an example of interactivity; a carbmx is

“stolen” from a pallet while transported by a copee More

than increasing the realism of the simulation, érattivity”

is the key feature of ITS PLC making virtual platdsmimic

(unreliable) real plants. This allows for new analuable
challenges in PLC training and education and mdRé&s

PLC an effective and attractive training softwaaekage.

Fig. 7. Interactivity example

4.2 Application to an automated warehouse

This system simulates an automatic warehousei(gfref 8),
where the objective is to transport, store andewdr boxes
from a ten columns, five rows rack. The automaticehouse
also includes a transelevator, an entry bay anéxitnbay.
Two automatic monorails bringing boxes in and oiiface
the warehouse to an imaginary world. As in reateays, the
boxes are handled by telescopic forks. The fift§scef the
rack are encoded as a six bits word, facilitatinge t
positioning commands of the transelevator.

For this system, functional, structural and dysfiomal
analyses lead to five possible failures involviragbidden
positions (called DP) of actuators or boxes.

The five DP are the following. DP1: movement of the
transelevator when the forks are not in a correxgitjon.
DP2: transfer of a box from the automatic entry orail to
the transelevator where a box is already locateB3:D
transfer of a box from the transelevator to theomnattic
monorail where a box is already located. DP4: mouanof
the forks when transelevator is moving. DP5: transff a
box in a cell where a box is already located. ldeorto
design and formally check the constraints, the esyshas
been considerably simplified only one axis of moeaifor
the transelevator and only one cell with one eitay and
one exit bay were considered.

Fig. 8. Virtual automatic warehouse

With this simplified system, the set of constraimtsst avoid
the following situations:

- forbidden positions for the transelevator andftks,
- the possibility to have several boxes in a cell,
- the possibility to have several boxes on thesg#vator.

Sixteen constraints have been defined and fornedigcked.
One of the main interests of this approach is thamatory
power of the constraints. In addition, as previgusbticed,
the model checker can be used to find a path irctimrol
involving a bad position of the actuators or thexdso 75
constraints for the whole system have been implésdeim
PL7-PRO in a TSX Premium (Schneider PLC). This eyst
has been successfully tested by master student®gdur
practical trainings in 2008. Even if a safety coaist is
disregarded, the output is sent to the virtualepstStudents
can see the consequences of a bad control on rthdased
manufacturing system. Today, at Reims Champagne+#rel
University, there is one PLC available for selfiiiag. This
system can also be integrated in a remote lab (ktral,
2000) (Colaceet al, 2004), allowing students training
without being present where the PLC is located.

5. CONCLUSIONS

The paper has discussed the usage of real andlviarget
systems in safe PLC training. It departed fromrtbgon that
physical devices combining industrial machine pasénsors
and actuators are usually considered the mosteistiag
targets for effective PLC programming training, bbese



introduce safety problems; on the other hand, ®fith manufacturing celllEEE Trans. Edug Volume 49 no.
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